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35 Annual National BDPA
Technology Conference
and Career Expo
WASHINGTON, D.C.

August 14-17, 2013

www.bdpa.org
Pre-register and reserve
rooms by December 15, 2012

The Internet is a shared
resource and securing it is
Our Shared Responsibility
Washington,
DC—Individuals,
organizations, and communities
throughout the United States are
gearing up to promote National
Cyber Security Awareness Month
(NCSAM) and let others know that all of
us have a role in protecting our digital
lives. Tens of thousands of NCSAM
participants across the country will be
doing their part by posting safety and
security tips on social networks,
educating
their
customers
and
employees, engaging in traditional
media, displaying posters, posting tips,
holding events, and much more.
Presidential Proclamation
In 2012, President Obama again issued
a presidential proclamation declaring
October as National Cyber Security
Awareness Month. One may read the
proclamation at whitehouse.gov.

Weekly Themes: NCSAM focuses on a
different cybersecurity issue for each week
in October.
Week 1 October 1-5, 2012
Theme: STOP. THINK. CONNECT. and General
Online Safety
Week 2 October 8-12, 2012
Theme: Law Enforcement and Cybersecurity
Week 3: October 15-19, 2012
Theme: Online Safety for Business/Industry
Week 4: October 22-26, 2012
Theme: K-Life and Digital Literacy

Use 2012 National Cyber Security
Awareness Month to begin incorporating
STOP. THINK. CONNECT. into your
organization’s online routine.

4Q12 IT Senior Management Symposium | November 8 – 10, 2012
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2013
2013 Conference Call
By virtue of the authority vested in me as National President
of NBDPA and in accordance with the mandates of Article IX,
Section 3 of the National By-Laws of the NBDPA; it is my
distinct pleasure to announce the call for assembly of the 2013
Annual Delegates Meeting and anniversary celebrating our 35th
National BDPA Technology Conference.
Our site for next year’s National BDPA Technology
Conference shall be Washington, D.C.—with BDPA’s Washington, D.C. Chapter serving
as our distinguished Host in honor of their 35th Anniversary. The Hilton Washington is
the official headquarters hotel for our assembly, 35th Anniversary Events, Career Fair,
Technology Expo, National High School Computer Competition (HSCC) scholarship
round, National IT Showcase (ITSC) scholarship round, Youth Technology Conference
(YTC,) and annual Golf Classic.
Said National BDPA Technology Conference shall take place during the time period
August 13th through August 17th, 2013—with our formal Banquet and Gala on the
evening of August 17th. The President of the United States will formally be invited as our
distinguished guest of honor and keynote speaker.
All BDPA Chapters, BDPA members, corporate sponsors, agencies, and
stakeholders are hereby notified of the time and place for your 2013 National BDPA
Technology Conference and Career Fair. Take full advantage of your annual
memberships, discounts, and color sponsorships made available to your organization in
this year’s portfolio. BDPA Chapters are directed to make appropriate plans to ensure
their Executive Committees, Delegates, new members, student members, participating
High School Computer Competition teams and IT Showcase teams have successfully
made room reservations and pre-registered prior to the end next quarter.
I look forward to our 35th Anniversary Reunion and ICT Industry outreach events
next August in our Nation’s Capital!

Monique F. Berry
__________________
Monique F. Berry
National President
National BDPA

|

National Hispanic Heritage Month

Cybersecurity Bill

September 15 to October 15

Washington, DC—Early August
2012, the U.S. Senate took up
“comprehensive” legislation to
address
the
serious
cybersecurity threat facing our
nation. Politico reports this
legislation — at President
Barack Obama’s request —
would impose massive federal
regulation on the private
sector. Cyber legislation in the
Senate failed to move forward
prior to their 2012 summer
recess adjournment.

Washington, DC—Each year, Americans observe
National Hispanic Heritage Month from
September 15 to October 15, by celebrating the
histories, cultures and contributions of American
citizens whose ancestors came from Spain,
Mexico, the Caribbean and Central and South
America.

General Backgrounder

The observation started in 1968 as Hispanic
Heritage Week under President Lyndon Johnson
and was expanded by President Ronald Reagan in
1988 to cover a 30-day period starting on
September 15 and ending on October 15. It was
enacted into law on August 17, 1988, on the The Cyber Threat: Every day U.S. businesses are targeted
approval of Public Law 100-402.
by nation-state actors like China and Russia for cyber
exploitation and theft, resulting in huge losses of valuable
intellectual property and sensitive information. This
rampant industrial espionage costs American jobs.
•

•

The day of September 15 is significant because it
is the anniversary of independence for Latin
American countries Costa Rica, El Salvador,
Guatemala, Honduras and Nicaragua. In addition,
Mexico and Chile celebrate their independence
days on September 16 and September18,
respectively. Also, Columbus Day or Día de la
Raza, which is October 12, falls within this 30 day
period.
bt

When these hackers steal intellectual property, they
take new, high-paying jobs right along with it. Estimates
of loss from economic espionage are hard to make, but
range up to $400 billion a year. Just as important, many
of the same vulnerabilities used to steal intellectual
property can be used to attack the critical infrastructure
we depend on every day.
China is the world’s most active and persistent
perpetrator of economic espionage. U.S. companies
have reported an onslaught of Chinese cyber intrusions
that steal sensitive information like client lists, merger
and acquisition data, pricing information, and the results
of research and development efforts. This illegallyacquired information gives Chinese companies an unfair
competitive advantage against the American companies
from which it was stolen.

Intelligence Sharing to Help the Private Sector Protect

Itself: Today, the United States government protects itself
against cyber espionage by using both classified and
unclassified cyber threat information.
•

However, the vast majority of the private sector doesn’t
get the full benefit of classified threat
See Cybersecurity, page 8

Source: hispanicheritagemonth.gov
bdpatoday
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Cybersecurity, from page 7

intelligence that the government
already has in its possession.
o

o

•

If the government were
able to share its classified
threat information, the
private sector would be
able to better defend itself
against nation-state actors
in
cyberspace.
An important experiment
recently conducted by the
Defense
Department
proves that this can work.
The Defense Industrial
Base
Pilot
program
provided classified cyber
threat intelligence to
communications service
providers who used it
protect
defense
contractors. The pilot
showed
that
sharing
intelligence can enhance
private
cybersecurity
without any government
monitoring.

In December 2011, the House
Permanent Select Committee
on Intelligence (HPSCI) passed
the Cyber Intelligence Sharing
and Protection Act to allow the
government
to
provide
classified
cyber
threat
intelligence to the private
sector.

o

The legislation was passed out of
committee
on
a
strong
bipartisan vote of 17 to 1, and
enjoys more than 100 bipartisan
cosponsors,
including
11
Committee chairmen.

bdpatoday

• This important legislation would enable cyber threat sharing and provide clear

authority for the private sector to defend its own networks, all while providing
strong protections for privacy and civil liberties.
o This bipartisan legislation was developed in close consultation with a broad
range of private sector companies, trade groups, privacy and civil liberties
advocates, and the Executive Branch. The bill continues to be revised based on
discussions with numerous groups and key new changes are reflected in this
document and related materials.
o The bill protects privacy by prohibiting the government from requiring
private sector entities to provide information to the government, and by
encouraging the private sector to “anonymize” or “minimize” the information it
voluntarily shares with others, including the government. In addition, the bill
requires an independent Inspector General audit of any voluntary information
sharing with the government. (Amendment at markup)
o The bill has been amended to narrow its definitions to remove the term
“intellectual property.” The definition was narrowed to avoid any
misunderstanding and to clarify that it is intended only to defend against
attempts by advanced cyber hackers, from countries like China, to gain
unauthorized access to networks, including efforts to gain such access to steal
private or government information. (New provision)
o The bill ensures the Department of Homeland Security will continue to play a
key role by requiring it to generally receive cybersecurity information
voluntarily shared with the government and by making clear that no new
authorities are granted to the Defense Department or the Intelligence
Community to direct private or public cybersecurity efforts. (New provision)
o The bill also significantly limits the federal government’s use of information
voluntarily provided by the private sector, including a restriction on the
government’s ability to search that data. (Amendment at markup)
o The bill enforces the restrictions on the government by levying penalties
against the government through federal court lawsuits for any violations of
those restrictions. (New provision)
• The bill provides positive authority to private sector entities to defend their own
networks and those of their corporate customers, and to share cyber threat
information with others in the private sector, as well as with the federal
government on a purely voluntary basis.
o Voluntary information sharing with the federal government improves the
government’s ability to protect against foreign cyber threats.
• By allowing the private sector to expand its own cyber defense efforts and to
employ classified information to protect systems and networks, this bill will
harness private sector drive and innovation while also keeping the government
out of the business of monitoring and guarding private sector networks.
o This legislation will also help create a more robust private sector
cybersecurity marketplace, and create new private sector jobs for cybersecurity
professionals.
o This bill will not require additional federal spending or the creation of a vast
new government bureaucracy. It will impose no new regulations or unfunded
mandates. To the contrary, it will be a critical, bipartisan first step toward
enabling America’s private sector to do what it does best: create, innovate,
and sell cybersecurity solutions.
bt
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Distinct Careers for
Diverse Professionals
JPMorgan Chase embraces the diverse backgrounds and unique perspectives that every colleague
brings to our organization.
We’re looking for talented individuals to bring their insights to our many lines of business.
A number of positions relative to your expertise as a guest or member of BDPA are available.
Explore career opportunities at careers.jpmorganchase.com

©2011 JPMorgan Chase & Co. All rights reserved. JPMorgan Chase is an equal opportunity and affirmative action employer M/F/D/V
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DOING BUSINESS

IN THE CLOUD
WHERE TO START ?

Most large organizations can benefit from selective use of the cloud.

BUSINESS SOLUTIONS

But where to start? As the world’s leading independent information

TECHNOLOGY

technology services company, we can help you reach the right decisions

OUTSOURCING

to make the shift to cloud computing successful. CSC.COM/CLOUD

CHAPTER NEWS & EVENTS

Backgrounder | About NBDPA
Founded in 1975, National
BDPA (formerly, Black Data
Processing Associates) is an
internationally
recognized
organization of IT professionals
whose goals include preparing
young people
who are
interested in becoming the
next generation of ‘Information
Technology Thought Leaders’ in
academia
and
corporate
America. The regional and
national HSCC championships
are part of the BDPA science,
technology, engineering and
mathematics (STEM) pipeline
summarized in its motto, ‘From
the
Classroom
to
the
Boardroom’.
At the national level,
NBDPA
hosts
computer
competitions
at
annual
conferences
and
each
chapter is invited to bring a
five-member
team
to
compete. Winners at the
national level are rewarded
with
scholarships
and
sponsor-donated items, up to
and including desktop or
bt
notebook computers.

______________________
Source: bdpa.org
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Baltimore Convention Center | CyberMaryland 2012
October 16 -17, 2012 - BDPA Baltimore, Host Chapter

Baltimore, MD – CyberMaryland is a public/private partnership providing resources and
services for new and expanding information technology companies in one of the world’s
most powerful and innovative markets – cybersecurity. Led by a dynamic community of
entrepreneurs, academia, government, investors, technologists and seasoned industry
leaders, CyberMaryland connects businesses with R&D, education, workforce and
contracting opportunities.
Excellent Education Pipeline
Maryland leads the U.S. in cyber education with 13 higher education institutions certified
by the NSA as Centers of Academic Excellence in Information Assurance.
Cyber Entrepreneurs Thrive in Incubators
Maryland’s 27 business incubators include the Chesapeake Innovation Center – America’s
first homeland and national security focused accelerator and the Advantage Incubator at
UMBC – Maryland’s first incubator dedicated exclusively to cybersecurity technologies and
companies. Incubators stimulate partnerships strategic to America’s national security,
which includes public and private sector entities. The Cync Program is a unique partnership
between Northrop Grumman and bwtech@UMBC which builds upon a successful
business-incubation framework by offering “scholarship programs” for companies with the
most promising cybersecurity ideas.
Elite Powerhouses Fuel R&D
The state’s elite cybersecurity network includes 12 major military installations, 400 federal
academic and private research centers and 50 federal agencies with R&D.
• Defense Information Systems Agency (DISA)
• Fort Detrick (IMCOM and MEDCOM)
• Intelligence Advanced Research Projects Activity (IARPA)
• National Institute of Standards & Technology (NIST)
• National Security Agency (NSA)
Source and photo: cybermaryland.org
Page 13

www.bdpatoday.org

bt

CHAPTER NEWS & EVENTS
Backgrounder | About BETF

BDPA-NY | Receives $10K From CIGNA Foundation

BDPA Education and Technology
Foundation (BETF or BDPA
Foundation) is a 501(c)(3) nonprofit charity, founded in 1992 to
support the education and
technical programs of BDPA, now
formerly known as Black Data
Processing Associates.
BETF recognizes that to close the
gap of computer and technology
literacy, minority youth must
participate and compete in
today’s digital economy. The
BDPA Foundation wants students
from historically disadvantaged
communities and HBCU/MIs to
learn advanced computer science
and community responsibility
from any of the BDPA chapters
located around the nation or
forming abroad.
Recently, the BDPA Foundation
created an Endowment fund with
the intent of increasing the
number and size of the
scholarships awarded these
students. The scholarships target
our young people seeking a
degree
in
Information
Technology or related discipline
at accredited colleges or
universities.
bt
_________________________
Source: betf.org

New York, NY – National BDPA’s New York Chapter (BDPA-NY) successfully
worked with the BDPA Education and Technology Foundation (BETF) to
capture a funded award. BETF worked with BDPA’s New York chapter Grant
Coordinator Shawn Reid to prepare and submit a winning STEM proposal
earlier this summer. At the end of their third quarter, the chapter learned
Cigna Foundation approved funding in the amount of $10,000 for FY12.
BDPA-NY won its second consecutive Chapter of the Year Award this year’s
National BDPA Technology Conference in Baltimore. Above, Ms. Renetta
English (left), Chapter President and former Chapter President, Ms. Judaea Y.
Lane (right), are shown with Ms. Kimberly Bryant, Black Girls Code Founder,
during a recent event at NYU.
BDPA New York consistently maintains an impeccable track record of
professionally delivering NBDPA programs and STEM activities to youth and
underserved communities. BDPA-NY has an outstanding chapter
management team overseeing community outreach programs while
maintaining membership retention goals with steady revenue growth across
each of their chapter’s operational portfolios.
Visit BDPA-NY’s events calendar for this month’s special “Cyberworld”
Always On workshop series during Cybersecurity Awareness Month.
bt
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CAREER NEWS & EVENTS

@bdpatoday

|

Hash Tags: #ITJobs #BDPA

Chicago, IL–National BDPA’s ITDiversityCareers is an excellent job resource connecting IT professionals with
employers. Job seekers can search nationwide for technology careers in many sectors. NBDPA is recognized as
the premier organization for African American information technology professionals. Corporate Sponsors
ranging from entrepreneurial start-ups to 'Fortune 100' corporations regularly post job opportunities and have
access to a resume database of diverse technical talent. The number of job postings and resumes continue to
grow.
The site is user friendly and registration is quick and easy.
Even the most passive job seeker may have an exciting
job meeting their search criteria created by My Job
Search Agents, then conveniently e-mailed to them or
sent via RSS feed. The same person can “anonymously”
post resumes and Recruiters can easily find them while
sourcing resumes.
More active job seekers may want to utilize tools
available to stay organized by tracking saved jobs and
their job application history. The candidate dashboard is
simple to navigate. There is even a function to add a
photo to your profile if you wish!
Employers and IT professionals are successfully connecting and collaborating using ITDiversityCareers. It is a
benefit of BDPA membership that is shared with ALL technology professionals. Login or Create new Account
today.
Portia Westbrooks, BDPA-Chicago, contributed to this article. She and members of other National BDPA Chapters are expected to
attend next year’s National IT Career Fair when it returns to Washington, D.C. In addition to being a BDPA Member, Portia is a
bt
recruiting and diversity consultant. You may follow Portia on Twitter: @IT_Head_Hunter1

bdpatoday
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ICT INDUSTRY NEWS

October 2012 China becomes world’s largest PC manufacturer
"Although competition was
fierce in the PC market, I firmly
believe there is still room for
continuous profit growth
—Yuanqing, Chairman and CEO
Lenovo Group.

Gartner & IDC Reports
Beijing—According to the third
quarter
estimate
report
released by the US-based
Gartner this month, Lenovo's
PC market share is estimated
to surge 9.8 percent year on
year to 15.7 percent, 0.2
percentage point higher than
that of HP
Research firm IDC said in
a research report that Lenovo's
PC sales volume is expected to
jump 15.7 percent to a record
high of 13.8 million in the third
quarter, but its market share
will remain 0.2 percentage
point below HP's.
It said Lenovo has been the PC
maker with the fastest growth
over the past three consecutive
years.
"Although competition was
fierce in the PC market, I firmly
believe there is still room for
continuous profit growth," said
Yang Yuanqing, chairman and
CEO of the Lenovo Group.
Yang said becoming a leading
enterprise in the PC market is
just a milestone during the
company's development, as it
is also looking to become a
leader in other markets, such
as the smartphone market. bt

Photo credit: Google

Tableau Digerati | #BYOD
Washington, D.C./btNewswire–Google’s new Chromebook by Samsung is an
incredible computer with a market debut price point of $250. It is one of the
lightest laptops on the market. One can easily carry it around all day—it’s 2.5
pounds, a mere 0.8 inches thick, with more than 6 hours of battery life for the
typical user. And with 100 GB of free storage on Google Drive, one can access all
of their information anytime, anywhere.
Even with its compact design, it’s packed with performance—it boots up in less
than 10 seconds and resumes instantly. High-resolution videos (in 1080p) are
beautiful to watch and when using the touchpad, users will notice smooth
scrolling due to a hardware-accelerated user interface.
Finally, for those active Google users of products such as Gmail, Drive, Search,
Maps, YouTube, Play or Google+ Hangouts, all apps work very seamlessly.
Chromebooks go on sale later this month and are available online for pre-order
bt
from major retailers.
–Sundar Pichai

Not a Member? Visit www.bdpa.org to join or renew.

bdpatoday
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MARK YOUR

CALENDAR

13th Nationa
STEM Con

13
STEM Con

OCTOBER Women of Color th
11–13 STEM ConferenceNational W

2012

Hilton Anatole
Dallas, Texas

13thNational W
STEM Con
Don’t miss this historic event!
www.womenofcolor.net

For more information contact Richard Butler at 410.754.4199.

Upcoming BDPA and ICT Events
Information & Communication Technology
► 2012 Women of Color STEM Conference
October 11 -1 3, 2012
Dallas , TX | CCG + WOC STEM + BDPA South Region
► Panel Discussion: Cyber Security
October 18, 2012 ► UBS, 1285 Avenue of the Americas

photo © Career Communications Group, Inc.

New York, NY | BDPA-NY

2012 Women of Color STEM Conference

► National Minority Business Opportunity Fair & Conference

A MULTICULTURAL EVENT | Dallas, TX ● October 11-13, 2012

October 28-31, 2012 ► Colorado Convention Center
Denver, CO | NMSDC + NBDPA
► 2012 Annual BDPA Chapter Scholarship and Awards Banquets
November 7, 2012 ► DC Navy Yard, Washington, D.C. | BDPA-DC
Nov 8, 2012 ► Galloping Hill Inn , Union, NJ | BDPA-New Jersey
Nov 10, 2012 ► Receptions Conf Center , Fairfield, OH | BDPA Cincy
► 2012 Fourth Quarter Senior IT Symposium
November 8-10, 2012
Orlando, FL | ITSMF + BDPA Orlando

Dallas, TX—This year’s Women of Color STEM Conference is
hosted by Northrop Grumman Corporation and Women of
Color Magazine, published by Career Communications
Group, Inc. Professionals find training, networking, role
models, mentors, and inspiring awards events.
Students and Interns

Salt Lake City, UT | SC12 + JEF + BDPA Western Region

BDPA student members, HSCC Alumni, and Interns are
invited to attend annual career fairs to meet top employers,
take advantage of onsite resources designed to enhance
international job searching, to enrich their academic career
experiences, as well as to harvest tools for successful STEM
careers. Students also are afforded opportunities to
network with industry mentors.

► I/ITSEC 2012

Event Spotlight

► NNOA Scholarship Deadline (Non-NROTC awards)
November 9, 2012 ► Open to all qualified student members
United States
► SC12 | Supercomputing 2012
November 10-16, 2012,

World’s Largest Modeling, Simulation, and Training Conference
December 3-6, 2012
Orlando, FL | NTSA + BDPA Orlando
► MED Week 2012 | Minority Enterprise Development Week
December 5-6 ► September 2012 date was changed by MBDA
Washington, D.C. | MBDA + NBDPA
th

► 35

National BDPA Technology Conference

Career Expo, IT Showcase and HSCC Championships,
HBCU Roundtable, Youth Technology Conference
August 13-17, 2013 ► December 2012 for Pre-Registrations, Room

Easily the most memorable event is the "Women to
Women: Up Close and Personal” workshop where women
from industry’s executive ranks mentor up-and-coming
women in candid discussions on topics that are only
discussed in a hush around the water cooler. This workshop
has changed the way many women view their role(s) in the
workplace and has helped many to create a healthy balance
between work and their personal lives.
Sponsors and Exhibitors

Reservations, and Workshop Presentation Abstracts
Washington, DC | Host Chapters: BDPA-DC/BDPA NoVA

Visit bdpa.org Groupsites for new BDPA Chapter events…

Industry has opportunities to enhance their visibility
within our nation’s STEM communities and attract new
hires. Contact Career Communications Group (CCG) this
month to reserve your space today.

bdpatoday
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◄ Diagram of a typical Positive Train

Control
(PTC)
communications
network, showing reliance on wireless
service.
VOLPE photo courtesy of
Meteorcomm, LLC

Cyber Security: Intelligent Transportation Systems
Cambridge, MA—Transportation systems are becoming
increasingly complex and integrated systems, ones that
incorporate numerous intricate control systems and
sub-systems that work in tandem. The deepened use of
communications and information technology has
increased the efficiency and functionality of
transportation
systems.
With
this
expanded
functionality, however, comes a corresponding increase
in
potential
vulnerabilities
to
transportation
technologies. To ensure the safety of the traveling
public, transportation agencies will need to learn about
cyber security issues and how to develop and implement
solid cyber security programs.
U.S. Presidential Decision Directive 63 (1998) established
Critical Infrastructure Protection as a national goal that
requires the government and private-sector cooperation
in order to "protect the physical and cyber-based
systems essential to the minimum operations of the
economy and the government." The DHS has been
assigned Federal "sector-specific agency" responsibility
for coordinating cyber-security activities with the private
sector and other levels of government for transportation
and ten additional critical infrastructure sectors.

Security Program (CSSP) office has initiated a support
agreement with the Volpe Center's Transportation
Logistics and Security Technical Center. DHS selected the
Volpe Center because of its extensive knowledge base,
expertise in transportation and information systems,
and 40 years of experience in the development and
implementation of complex technology-based systems
within transportation.
Under this new agreement, the Volpe Center will
support CSSP over a comprehensive range of specific
transportation cyber-security tasks that cover every
mode. Anticipated activities include identifying and
assessing the vulnerabilities of major U.S. transportation
control systems (TCS); preparing a cyber-security
roadmap with information on how to enhance the
security of these systems; creating a prototype cyber
laboratory for testing and validating TCS cyber-security
measures; developing transportation-based scenarios
for use in national-level cyber exercises; providing
outreach, awareness, and educational support and
enhanced professional capacity building; and expanding
collaborative cyber-security efforts with other U.S. and
international members of the transportation
community.
bt

To assist in carrying out this responsibility, the DHS
National Cyber Security Division's Control Systems
bdpatoday
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Cyber Security: Health Information Privacy, Security, and Medical EHRs
Washington, DC—Ensuring privacy and security of health
information, including information in electronic health
records (EHR), is a key component to building and
maintaining trust required to realize the potential benefits
of electronic health information exchange. If individuals and
other participants in a network lack trust in electronic
exchange of information due to perceived or actual risks to
electronic health information or the accuracy and
completeness of such information, it may affect their
willingness to disclose necessary health information and
could have life-threatening consequences.
The Nationwide Health Information Network, Direct Project, and CONNECT Software
The Health Information Technology (HIT) for Economic and
Clinical Health (HITECH) Act, part of the American Recovery
and Reinvestment Act of 2009, establishes programs to
improve health care quality, safety, and efficiency through
the meaningful use of certified electronic health record (EHR)
technology and secure health information exchange. Under
HITECH, eligible health care professionals and hospitals can
qualify for Medicare and Medicaid incentive payments when
they adopt certified EHR technology and use it to achieve
specified objectives.

Committee (HITSC) to explore policy and technical methods
for enabling patient choice in health information exchange.
The Office of the Chief Privacy Officer is working with ONC
divisions to assure the integration of privacy into all facets of
ONC activities and projects. In addition, ONC is working to
ensure that the technical and policy foundations of the
Nationwide Health Information Network will demonstrate
methods for achieving trust among entities exchanging
information while integrating best practices for privacy and
security.

The Office of the National Coordinator for Health Information
• The HIPAA Privacy Rule covers protected health
Technology (ONC) has provided funding for a number of
information (PHI) in any medium
health IT programs, including the development of
•
The HIPAA Security Rule covers electronic protected
the Nationwide Health Information Network—a set of
health
information (ePHI)
standards, services, and policies that enable the secure
exchange of health information over the Internet. This ONC federal advisory committees have been active in
national health information network will evolve into an collecting information, deliberating on key issues, and making
essential part of using electronic health records.
recommendations to the National Coordinator on measures
These standards, services, and policies will help move health related to security of health information exchange. ONC also
care from a system where patient information is stored in embarked on a multi-phase cyber security program which
paper medical records and carried from one doctor’s office to includes an assessment of HIT risks and threats and the
the next to a process where information is stored and shared development of a multi-pronged approach to combating
securely and electronically. Health information will follow the them. ONC also is collaborating with the President’s cyber
patient and be available for clinical decision making as well as security initiative along with other federal partners to solicit
for uses beyond direct patient care, such as measuring quality input from the best security minds in government on security
best practices and standards.
of care.
The Nationwide Health Information Network is NOT a
physical network that runs on servers at the U.S. Department
of Health and Human Services (HHS), nor is it a large network
that stores patient records.
ONC is working with the federal Health Information
Technology Policy Committee (HITPC) and HIT Standards
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Meaningful use requirements for Medicare and Medicaid
incentive payments include measures to protect security and
privacy, and ONC’s interim final rule certification standards
for EHRs includes the technical capabilities required to assure
that information is adequately protected.
bt
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Cyber Security: Energy and Manufacturing
Washington, DC—As the U.S. natural gas pipeline sector and the
Department of Homeland Security square off against malicious
cyber intrusions aimed at companies, along comes yet another
study that highlights serious governance shortcomings of critical
infrastructure companies when it comes to cybersecurity.
“The Governance of Enterprise Security: CyLab 2012 Report”,
released this month by Carnegie Mellon University, offers the first
side-by-side comparison of industries on governance practices and
cybersecurity oversight. Compared against the financial,
IT/Telecom (ICT), and industrials sectors, energy and utility
companies fared the worst.
•

“Of the critical infrastructure respondents, the
energy/utilities sector had the poorest governance
•
practices,” writes study author Jody Westby in Forbes (a
co-sponsor of the survey, along with RSA). “When asked
whether their organizations were undertaking six best
•
practices for cyber governance, the energy/utilities
sector ranked last for four of the practices and next to
last for the other two.”
•

Addressing cybersecurity is critical to enhancing the
security and reliability of the nation’s electric grid.
Ensuring a resilient electric grid is particularly important
since it is arguably the most complex and critical
infrastructure that other sectors depend upon to deliver
essential services. Over the past two decades, the roles
of electricity sector stakeholders have shifted:
generation, transmission, and delivery functions have
been separated into distinct markets; customers have
become generators using distributed generation
technologies; and vendors have assumed new
responsibilities to provide advanced technologies and
improve security. These changes have created new
responsibilities for all stakeholders in ensuring the
continued security and resilience of the electric power
grid.

•
•
•

Facilitating public-private partnerships to accelerate
cybersecurity efforts for the grid of the 21st century;
Funding research and development of advanced
technology to create a secure and resilient electricity
infrastructure;
Supporting the development of cybersecurity
standards to provide a baseline to protect against
known vulnerabilities;
Facilitating timely sharing of actionable and relevant
threat information;
Advancing risk management strategies to improve
decision making;
Supporting sector incident management and
response; and
Enhancing and augmenting the cybersecurity
workforce within the electric sector.

Supervisory Control and Data Acquisition (SCADA)
systems and distributed control systems (DCS) are
computerized control systems supporting the efficient
production and distribution of our nation’s electric, oil,
and gas. If unprotected, they are vulnerable to malicious
cyber attacks that could produce catastrophic
disruptions to critical national infrastructures. OE works
closely with the Department of Homeland Security
(DHS), SCADA vendors who develop web HumanMachine Interface (HMI) servers and client applications,
The Office of Electricity Delivery and Energy Reliability
and other government agencies (OGAs) on an ongoing
(OE)
supports
the
Administration’s
strategic
basis to reduce the risk of energy disruptions due to
comprehensive approach to cybersecurity for the grid
cyber attacks.
bt
by:
Sources: RSA.com and energy.gov
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BDPA Student Member Internships/National ICT Industry Co-Op Forecasts* | Calendar Year 2013

Organization/Agency

STEM Focus

Allstate**

All Majors

Amtrak

Engineering, Mechanical, and
Transportation

Army Corps of Engineers

Most STEM majors

Central Intelligence Agency (CIA)
CSC
Freddie Mac
HBCU/MI Project Office

Projected Deadlines
Winter 2013
Fall 2012/Winter 2013

Analytical, Language, and
STEM
Analytical, Computer Science,
STEM-IC
Finance & Accounting,
Instructional Design, HR
CS-STEM or STEM-IC; able to
obtain clearances

BDPA Baltimore, BDPA Huntsville

October 15, 2012

BDPA-DC, BDPA Northern Virginia

Fall 2012/Winter 2013
April 2013
November 2012

CS-STEM

IBM

CS-STEM | “Extreme Blue”

Johnson & Johnson**

All Majors

Winter/Spring 2013

NASA

STEM

October 11, 2012

Northrop Grumman
Department of the Navy
Raytheon
SiriusXM Satellite Radio
TASC
United States Air Force

Winter 2013
Fall, Spring, & Summer

Analytical, (CSIP) Computer
Science, SIGINT, STEM-IC
C4ISR, Engineering, Health IT,
Manufacturing, STEM-IC

November 15, 2012
Fall, Spring, & Summer
Fall 2012

All Majors
C4ISR, STEM-IC, Systems
Engineering, Communications
Communications, CS-STEM,
Multimedia, SATCOM
Analytical, Computer Science,
STEM-IC

National BDPA Platinum Sponsor
BDPA Chicago
BDPA-DC & BDPA Philadelphia – Student
members with 3.0 GPA or higher

Winter 2013

HP**

National Security Agency (NSA)

*Established BDPA Relationships

Fall, Spring, & Summer

NBDPA CONUS or NROTC
BDPA Huntsville, BDPA-LA, BDPA MassMetro West (Boston)

Fall & Spring

BDPA-DC & BDPA-NY

Spring 2013

BDPA-DC & BDPA Northern Virginia

Fall 2012

All Majors

BDPA Cincinnati, BDPA-DC, BDPA
Northern Virginia, BDPA Hartford
BDPA-DC, BDPA Northern Virginia – Grad
Student members with 3.3 GPA or higher
BDPA Atlanta, BDPA-DC,
BDPA Houston, BDPA Huntsville
National BDPA Platinum Sponsor
BDPA-DC, BDPA NoVA with 3.2 GPA
BDPA-DC, BDPA Greater Columbia, BDPA
Southern Minnesota, BDPA Triangle (RTP)
National BDPA Platinum Sponsor
Speak with J&J reps at Regional Events
BDPA Cleveland, BDPA-DC, BDPA
Hampton Roads, BDPA Huntsville
BDPA Baltimore and BDPA-DC Chapter
STEM-IC (Intell & Cyber) SIGs
BDPA-DC & BDPA Northern Virginia;
Interns must have strong GPAs

NBDPA CONUS or AFROTC

**BOLD text indicates National BDPA Platinum Sponsors; NBDPA HSCC and IT Showcase Alumni encouraged to apply
College graduate and undergraduate STEM majors with cumulative GPAs
greater than 3.2 are invited to establish broader professional STEM, Cyber, and
ICT Industry networks by joining BDPA and actively participating in National
BDPA Technology Conferences and Career Fairs. Join us August 14-17, 2013, in
Washington, D.C., at the Hilton Washington. Your next internship is one step
bt
closer with your Student Membership ($25) by visiting www.bdpa.org .
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The Best of You

Contribute your best & together we will create
America’s best beer company

Guided by our vision to create
America’s best beer company.
MillerCoors commitment runs
deep to inspire and support diversity
& inclusion in the workplace.
MillerCoors employees are passionate
about the beer business. We recognize and
appreciate our similarities & differences; we bring
creativity, innovation and new perspectives to our
workplace, customers and brands.
Visit the Careers page at MillerCoors.com to view
current job opportunities.
We are an equal opportunity employer where
diversity makes a difference.

© 2011 MILLERCOORS LLC, CHICAGO, IL, GOLDEN, CO AND MILWAUKEE, WI • SD117140

GOOD HANDS®
WORKING TOGETHER
CAN CHANGE THE WORLD.

Allstate is proud to support the
National BDPA Technology Conference

People come first. Everything else is second.
That’s Allstate’s Stand.®

© 2010 Allstate Insurance Company, Northbrook, IL
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